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Chapter 1. Overview
This guide describes how to use the CPM RESTful API.

The RESTful API is part of the CPM server and is only accessible via HTTPS (port 443 by default). For more
information regarding the setup of the CPM server, refer to the CPM User Guide.

! The RESTful API works with CPM version 2.3.0 and above.

1.1. API Endpoints
CPM RESTful APIs have a base URL to which the endpoint paths are appended.
CPM base URL is: https://<CPM Host>/<api>/ .
For example, the /api/users/  endpoint refers to https://<CPM Host>/<api>/users/ .

1.2. Authentication
The API authentication scheme requires passing an access token on each request. Without the access token,
the request will be denied with the HTTP 401 Unauthorized error response and appropriate WWW-Authenticate
header.

Before the RESTful API can be used, enable API access for the CPM user via the CPM management console.
The user must log on to the CPM server, go to the Notifications  menu, and click Configure API
Authentication Key . Use this Authentication key to obtain an Access token and a Refresh token, both of
which will be used for future API calls.

The Obtain Token API call returns two separate tokens: an Access token and a Refresh token. Every RESTful
call requires an Access token. Access tokens are valid for 1 hour by default. When an Access token expires,
call the Refresh Token API with a valid Refresh token to generate a new Access token. Refresh tokens are
valid for 24 hours by default.

Obtain Tokens:

POST /api/token/obtain/api_key/
api_key=<The API Authentication Key>

Refresh Access Token:

POST /api/token/refresh/
refresh=<The Refresh Token>
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Sample API Request with the Access Token:

GET /api/policies/
Authorization: Bearer <Access Token>

! Without a valid authentication token, the API call will result in an HTTP response status of
401 Unauthorized .

1.3. Permissions
Every endpoint in the API has a permission setting associated with it. Even if a user passes authentication,
he/she still has to have valid permissions to make the API request. The permissions associated with an API
call are the permissions of the user who created the Authentication Key from which the tokens were
generated.

Most permissions are based on the CPM license that was purchased and the roles the CPM user is
configured with, such as being a delegate and allowed to perform backup/restore.

! Every API in this document lists the permissions it requires. Without proper permissions,
the API call will result in an HTTP response status of 403 Forbidden.

1.4. Versioning
In order to support backward compatibility, the API is versioned.
To add a version into the HTTP request, specify the version as part of the media type in the Accept header.
The version is included as a media type parameter that supplements the main media type.

Sample Request:

GET /api/policies/
Accept: application/json; version=1.1.0

!
The version parameter is optional. If not specified, the API defaults to the latest version. If
an invalid version is specified, the API call will result in an HTTP response status of 406 Not
Acceptable.

1.5. Pagination
The API output response may, in many instances, include large result sets. Pagination allows the caller to
split those large sets into individual pages of data with ÒPrevious/NextÓ links.

Most GET requests support automatic pagination. By default, pagination is turned off. It can be turned on
when the API call passes ?page=XX&page_size=XX as part of the query parameters in the URL.
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Sample Request:

GET /api/policies/?page=3&page_size=20

Sample Response:

HTTP/1.1 200 OK

{
" count" :  100,
" next" :  " https://<CPM HOST>/api/policies/?page=4&page_size=20 " ,
" previous " :  " https://<CPM HOST>/api/policies/?page=2&page_size=20 " ,

" results " :  [
Ê       {
Ê           " id " :  " 1"
Ê       } ,
Ê               . . .
Ê       {
Ê           " id " :  " 20"
Ê       }
Ê   ]
}

! Endpoints documented with page and page_size as query parameters support pagination.

1.6. Filtering
Most GET requests support filtering the API response.
Filtering can be performed against supported fields for exact matching or by using the search parameter to
search for terms within supported fields.

Sample Request - Filter by 'account':

GET /api/policies/?account=1

Sample Request - Filter using 'search':

GET /api/users/?search=James

! Endpoints documented with any field name as a query parameter or the search query
parameter support filtering.
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1.7. Ordering
Most GET requests support ordering the API response by one or more fields.

¥ Ascending order can be specified by passing ordering  as a query parameter along with a field name.

¥ Descending order can be specified by passing the ordering  parameter and a field name prefixed with ' -'.

Sample Request - Ascending Ordering by 'username':

GET /api/users/?ordering=username

Sample Request - Descending Ordering by 'username':

GET /api/users/?ordering=-username

Sample Request - Multiple Ordering by 'every_unit' (Ascending) & 'every_how_many' (Descending):

GET /api/schedules/?ordering=every_unit,-every_how_many

! Endpoints documented with ordering  as a query parameter support ordering.

1.8. Errors
In case an error occurred during an API request, an appropriate error message is returned with a code and
an appropriate HTTP response status.
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Sample Response - Field Validation Errors

{
Ê   " errors " :  [
Ê       {
Ê           " name" :  [
Ê               {
Ê                   " message" :  " This field may not be blank. " ,
Ê                   " code" :  " blank"
Ê               }
Ê           ] ,
Ê           " description " :  [
Ê               {
Ê                   " message" :  " This field contains invalid characters. " ,
Ê                   " code" :  " invalid "
Ê               }
Ê           ]
Ê       }
Ê   ]
}

Common HTTP Response Codes

¥ 400 - Bad Request

¥ 401 - Unauthorized

¥ 403 - Forbidden

¥ 404 - Not Found

¥ 406 - Not Acceptable

¥ 500 - Internal Server Error

! Each endpoint is documented with its possible HTTP response codes.

1.9. Examples

1.9.1. cURL

Below are sample cURL commands to create a schedule, update it, show a list of schedules, and delete the
created schedule.

For all the cURL commands, the following variables are used:

Variable Description

$HOST RESTful API server host.
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Variable Description

$TOKEN Access token for authentication.

Create a CPM Schedule

This sample shows how to create a weekly CPM schedule for the root  user.

Sample Request

curl -X POST https://$HOST/api/schedules/ \
Ê -H 'Accept: application/json; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN' \
Ê -H 'Content-Type: application/json' \
Ê -d '{
Ê   "name": "sample",
Ê   "every_unit": "W",
Ê   "every_how_many": 1
Ê }'

Sample Response

{
Ê   " id " :  1,
Ê   " name" :  " sample" ,
Ê   " description " :  null ,
Ê   " user" :  1,
Ê   " every_unit " :  " W" ,
Ê   " every_how_many" :  1,
Ê   " start_date " :  " 2018-08-01T12:00:00.000000Z" ,
Ê   " end_date" :  null ,
Ê   " last_modified " :  " 2018-08-01T12:00:00.000000Z" ,
Ê   " disable_times " :  [ ]
}

Update a CPM Schedule

This sample shows how to update a CPM schedule with id=1 to run once a month.
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Sample Request

curl -X PUT https://$HOST/api/schedules/1/ \
Ê -H 'Accept: application/json; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN' \
Ê -H 'Content-Type: application/json' \
Ê -d '{
Ê   "name": "sample",
Ê   "every_unit": "O",
Ê   "every_how_many": 1
Ê }'

Sample Response

{
Ê   " id " :  1,
Ê   " name" :  " sample" ,
Ê   " description " :  null ,
Ê   " user" :  1,
Ê   " every_unit " :  " O" ,
Ê   " every_how_many" :  1,
Ê   " start_date " :  " 2018-08-01T12:00:00.000000Z" ,
Ê   " end_date" :  null ,
Ê   " last_modified " :  " 2018-08-01T13:00:00.000000Z" ,
Ê   " disable_times " :  [ ]
}

List CPM Schedules

This sample shows how to get a list of all CPM schedules ordered by the scheduling frequency.

Sample Request

curl -X GET 'https://$HOST/api/schedules/?ordering=every_unit,every_how_many' \
Ê -H 'Accept: application/json; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN'

Sample Response

[
Ê   {
Ê       " id " :  2,
Ê       " name" :  " 5minutes" ,
Ê       " description " :  " " ,
Ê       " user" :  1,
Ê       " every_unit " :  " M" ,
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Ê       " every_how_many" :  5,
Ê       " start_date " :  " 2018-08-20T12:50:00Z" ,
Ê       " end_date" :  null ,
Ê       " last_modified " :  " 2018-08-20T11:50:35Z" ,
Ê       " allow_on_sunday" :  true ,
Ê       " allow_on_monday" :  true ,
Ê       " allow_on_tuesday" :  true ,
Ê       " allow_on_wednesday" :  true ,
Ê       " allow_on_thursday " :  true ,
Ê       " allow_on_friday " :  true ,
Ê       " allow_on_saturday " :  true ,
Ê       " disable_times " :  [ ]
Ê   } ,
Ê   {
Ê       " id " :  5,
Ê       " name" :  " 10hours" ,
Ê       " description " :  " " ,
Ê       " user" :  1,
Ê       " every_unit " :  " H" ,
Ê       " every_how_many" :  10,
Ê       " start_date " :  " 2018-08-20T13:11:00Z" ,
Ê       " end_date" :  null ,
Ê       " last_modified " :  " 2018-08-20T12:11:21Z" ,
Ê       " allow_on_sunday" :  true ,
Ê       " allow_on_monday" :  true ,
Ê       " allow_on_tuesday" :  true ,
Ê       " allow_on_wednesday" :  true ,
Ê       " allow_on_thursday " :  true ,
Ê       " allow_on_friday " :  true ,
Ê       " allow_on_saturday " :  true ,
Ê       " disable_times " :  [ ]
Ê   } ,
Ê   {
Ê       " id " :  4,
Ê       " name" :  " 7weeks" ,
Ê       " description " :  " " ,
Ê       " user" :  1,
Ê       " every_unit " :  " W" ,
Ê       " every_how_many" :  7,
Ê       " start_date " :  " 2018-08-20T12:50:00Z" ,
Ê       " end_date" :  null ,
Ê       " last_modified " :  " 2018-08-20T11:51:03Z" ,
Ê       " disable_times " :  [ ]
Ê   } ,
Ê   {
Ê       " id " :  1,
Ê       " name" :  " 1month" ,
Ê       " description " :  " " ,
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Ê       " user" :  1,
Ê       " every_unit " :  " O" ,
Ê       " every_how_many" :  1,
Ê       " start_date " :  " 2018-08-20T14:43:56Z" ,
Ê       " end_date" :  null ,
Ê       " last_modified " :  " 2018-08-20T11:43:56Z" ,
Ê       " disable_times " :  [ ]
Ê   } ,
Ê   {
Ê       " id " :  3,
Ê       " name" :  " 2months" ,
Ê       " description " :  " " ,
Ê       " user" :  1,
Ê       " every_unit " :  " O" ,
Ê       " every_how_many" :  2,
Ê       " start_date " :  " 2018-08-20T12:50:00Z" ,
Ê       " end_date" :  null ,
Ê       " last_modified " :  " 2018-08-20T11:50:50Z" ,
Ê       " disable_times " :  [ ]
Ê   }
]

Delete a CPM Schedule

This sample shows how to delete a CPM schedule with id=1.

Sample Request

curl -X DELETE https://$HOST/api/schedules/1/ \
Ê -H 'Accept: application/json; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN'

Download Support Logs

This sample shows how to download support logs and save them to a support_logs.bz2  file.

Sample Request

curl -X GET https://$HOST/api/system/support_logs/ \
Ê -H 'Accept: application/json; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN' \
Ê >> support_logs.bz2

Download Cleanup Logs

This sample shows how to download cleanup logs and save them to a cleanup_logs.csv file.
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Sample Request

curl -X GET https://$HOST/api/settings/cleanup/logs/ \
Ê -H 'Accept: text/csv; version=1.1.0' \
Ê -H 'Authorization: Bearer $TOKEN' \
Ê >> cleanup_logs.csv

1.9.2. Python

Below is a sample Python 2 script using the CPM RESTful API.

The script does the following:

¥ Obtains Access Token and Refresh Token by using API Authentication Key .

¥ Gets the list of CPM users using the Access Token.

¥ Creates a new Access Token using the Refresh Token.

¥ Gets the list of CPM users using the new Access Token.
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import  sys
import  requests

VERIFY_SSL = True
URL_API = " https://{host}/api/ "
URL_TOKEN_OBTAIN = URL_API + " token/obtain/api_key/ "
URL_TOKEN_REFRESH = URL_API + " token/refresh/ "
URL_API_USERS = URL_API + " users/ "

HEADER_ACCEPT = " application/json; version=1.1.0 "
HEADER_AUTHORIZATION = " Bearer {access_token} "

def  post_obtain_token ( host ,  api_key) :
Ê   """
Ê   Obtain `Access Token` and `Refresh Token` by using `API Authentication Key`.

Ê   :param host: The HOST of the RESTful API server.
Ê   :param api_key: API authentication key generated in the CPM UI
Ê   :return: Tuple of `Access Token` and `Refresh Token`.
Ê   """
Ê   url  = URL_TOKEN_OBTAIN. format ( host=host )
Ê   headers = { ' Accept' :  HEADER_ACCEPT}
Ê   data = { ' api_key' :  api_key}
Ê   response = requests . post ( url =url ,  headers=headers,  data=data,  verify =VERIFY_SSL)
Ê   assert  response. status_code == 200
Ê   response_json = response. json ( )
Ê   access_token = response_json[ ' access' ]
Ê   refresh_token  = response_json[ ' refresh ' ]
Ê   return  access_token,  refresh_token

def  get_users( host ,  access_token) :
Ê   """
Ê   Get list of CPM users.

Ê   :param host: The HOST of the RESTful API server.
Ê   :param access_token: The access token for the API.
Ê   :return: List of dictionaries. Each dictionary represents a CPM user.
Ê   """
Ê   url  = URL_API_USERS. format ( host=host )
Ê   authorization  = HEADER_AUTHORIZATION. format ( access_token=access_token)
Ê   headers = { ' Accept' :  HEADER_ACCEPT,  ' Authorization ' :  authorization }
Ê   response = requests . get ( url =url ,  headers=headers,  verify =VERIFY_SSL)
Ê   assert  response. status_code == 200
Ê   response_json = response. json ( )
Ê   return  response_json
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def  post_refresh_token ( host ,  refresh_token ) :
Ê   """
Ê   Create a new `Access Token` using the `Refresh Token`.

Ê   :param host: The HOST of the RESTful API server.
Ê   :param refresh_token: A refresh token.
Ê   :return: 'Access Token' with new expiration date.
Ê   """
Ê   url  = URL_TOKEN_REFRESH. format ( host=host )
Ê   headers = { ' Accept' :  HEADER_ACCEPT}
Ê   data = { ' refresh ' :  refresh_token }
Ê   response = requests . post ( url =url ,  headers=headers,  data=data,  verify =VERIFY_SSL)
Ê   assert  response. status_code == 200
Ê   response_json = response. json ( )
Ê   access_token = response_json[ ' access' ]
Ê   return  access_token

def  run_demo( host ,  api_key) :
Ê   """
Ê   Running a demo for accessing CPM RESTful API.

Ê   * Obtain `Access Token` and `Refresh Token` by using `API Authentication Key`.
Ê   * Get list of CPM users using the `Access Token`.
Ê   * Create a new `Access Token` using the `Refresh Token`.
Ê   * Get list of CPM users using the new `Access Token`.

Ê   :param host: The HOST of the RESTful API server.
Ê   :param api_key: API authentication key generated in the CPM UI
Ê   :return: None
Ê   """
Ê   access_token,  refresh_token  = post_obtain_token ( host=host ,  api_key=api_key)

Ê   # Getting list of users with the first access token
Ê   users1 = get_users( host=host ,  access_token=access_token)
Ê   print  users1

Ê   access_token = post_refresh_token ( host=host ,  refresh_token =refresh_token )

Ê   # Getting list of users with the second access token
Ê   users2 = get_users( host=host ,  access_token=access_token)
Ê   print  users2

Ê   assert  users1 == users2
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if  __name__ == ' __main__' :
Ê   """
Ê   :param sys.argv[1]: The HOST of the RESTful API server.
Ê   :param sys.argv[2]: API authentication key generated in the CPM UI.
Ê   """
Ê   host  = sys. argv[ 1]
Ê   api_key = sys. argv[ 2]
Ê   run_demo( host ,  api_key)
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Chapter 2. Version History
This chapter lists the version history of CPM Restful API.

API Version Released in CPM Version

1.1.0 2.4.0

1.0.0 2.3.0

2.1. Version 1.1.0

2.1.1. New APIs

¥ GET /agents/

¥ GET /backups/{backup_id}/snapshots/

¥ GET /backups/{backup_id}/snapshots/copy_to_s3/

¥ GET /backups/{backup_id}/snapshots/copy_to_s3/{id}/

¥ GET /backups/{backup_id}/snapshots/dr_initial_amis/

¥ GET /backups/{backup_id}/snapshots/dr_initial_amis/{id}/

¥ DELETE /backups/{backup_id}/snapshots/dr_initial_amis/{id}/

¥ GET /backups/{backup_id}/snapshots/dr_rds_clusters/

¥ GET /backups/{backup_id}/snapshots/dr_rds_clusters/{id}/

¥ DELETE /backups/{backup_id}/snapshots/dr_rds_clusters/{id}/

¥ POST /backups/{backup_id}/snapshots/dr_rds_clusters/{snapshot_id}/recover/

¥ GET /backups/{backup_id}/snapshots/dr_rds_databases/

¥ GET /backups/{backup_id}/snapshots/dr_rds_databases/{id}/

¥ DELETE /backups/{backup_id}/snapshots/dr_rds_databases/{id}/

¥ POST /backups/{backup_id}/snapshots/dr_rds_databases/{snapshot_id}/recover/

¥ GET /backups/{backup_id}/snapshots/dr_volumes/

¥ GET /backups/{backup_id}/snapshots/dr_volumes/{id}/

¥ DELETE /backups/{backup_id}/snapshots/dr_volumes/{id}/

¥ GET /backups/{backup_id}/snapshots/dynamodb_tables/

¥ GET /backups/{backup_id}/snapshots/dynamodb_tables/{id}/

¥ DELETE /backups/{backup_id}/snapshots/dynamodb_tables/{id}/

¥ POST /backups/{backup_id}/snapshots/dynamodb_tables/{snapshot_id}/recover/
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¥ GET /backups/{backup_id}/snapshots/initial_amis/

¥ GET /backups/{backup_id}/snapshots/initial_amis/{id}/

¥ DELETE /backups/{backup_id}/snapshots/initial_amis/{id}/

¥ GET /backups/{backup_id}/snapshots/only_amis/

¥ GET /backups/{backup_id}/snapshots/only_amis/{id}/

¥ DELETE /backups/{backup_id}/snapshots/only_amis/{id}/

¥ GET /backups/{backup_id}/snapshots/only_dr_amis/

¥ GET /backups/{backup_id}/snapshots/only_dr_amis/{id}/

¥ DELETE /backups/{backup_id}/snapshots/only_dr_amis/{id}/

¥ GET /backups/{backup_id}/snapshots/rds_clusters/

¥ GET /backups/{backup_id}/snapshots/rds_clusters/{id}/

¥ DELETE /backups/{backup_id}/snapshots/rds_clusters/{id}/

¥ POST /backups/{backup_id}/snapshots/rds_clusters/{snapshot_id}/recover/

¥ GET /backups/{backup_id}/snapshots/rds_databases/

¥ GET /backups/{backup_id}/snapshots/rds_databases/{id}/

¥ DELETE /backups/{backup_id}/snapshots/rds_databases/{id}/

¥ POST /backups/{backup_id}/snapshots/rds_databases/{snapshot_id}/recover/

¥ GET /backups/{backup_id}/snapshots/redshift_clusters/

¥ GET /backups/{backup_id}/snapshots/redshift_clusters/{id}/

¥ DELETE /backups/{backup_id}/snapshots/redshift_clusters/{id}/

¥ POST /backups/{backup_id}/snapshots/redshift_clusters/{snapshot_id}/recover/

¥ GET /backups/{backup_id}/snapshots/volumes/

¥ GET /backups/{backup_id}/snapshots/volumes/{id}/

¥ DELETE /backups/{backup_id}/snapshots/volumes/{id}/

¥ PUT /backups/{id}/

¥ GET /backups/{id}/

¥ DELETE /backups/{id}/

¥ GET /backups/{id}/logs/

¥ PUT /policies/{id}/copy_to_s3/

¥ GET /policies/{id}/copy_to_s3/

¥ GET /policies/{policy_id}/targets/

¥ POST /policies/{policy_id}/targets/dynamodb_tables/
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¥ GET /policies/{policy_id}/targets/dynamodb_tables/

¥ GET /policies/{policy_id}/targets/dynamodb_tables/{id}/

¥ DELETE /policies/{policy_id}/targets/dynamodb_tables/{id}/

¥ POST /policies/{policy_id}/targets/rds_clusters/

¥ GET /policies/{policy_id}/targets/rds_clusters/

¥ GET /policies/{policy_id}/targets/rds_clusters/{id}/

¥ DELETE /policies/{policy_id}/targets/rds_clusters/{id}/

¥ POST /policies/{policy_id}/targets/redshift_clusters/

¥ GET /policies/{policy_id}/targets/redshift_clusters/

¥ GET /policies/{policy_id}/targets/redshift_clusters/{id}/

¥ DELETE /policies/{policy_id}/targets/redshift_clusters/{id}/

¥ POST /s3_repositories/

¥ GET /s3_repositories/

¥ PUT /s3_repositories/{id}/

¥ GET /s3_repositories/{id}/

¥ DELETE /s3_repositories/{id}/

¥ POST /settings/cleanup/

¥ GET /settings/cleanup/

¥ GET /settings/cleanup/logs/

¥ POST /settings/cleanup/run/

¥ POST /settings/identifier/

¥ GET /settings/identifier/

¥ GET /settings/identity_provider/groups/

¥ POST /settings/identity_provider/groups/delegates/

¥ GET /settings/identity_provider/groups/delegates/

¥ PUT /settings/identity_provider/groups/delegates/{id}/

¥ GET /settings/identity_provider/groups/delegates/{id}/

¥ DELETE /settings/identity_provider/groups/delegates/{id}/

¥ POST /settings/identity_provider/groups/users/

¥ GET /settings/identity_provider/groups/users/

¥ PUT /settings/identity_provider/groups/users/{id}/

¥ GET /settings/identity_provider/groups/users/{id}/
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¥ DELETE /settings/identity_provider/groups/users/{id}/

¥ POST /settings/tagscan/

¥ GET /settings/tagscan/

¥ GET /settings/tagscan/logs/

¥ GET /system/support_logs/

¥ POST /workers/

¥ GET /workers/

¥ PUT /workers/{id}/

¥ GET /workers/{id}/

¥ DELETE /workers/{id}/

2.1.2. Modified APIs

¥ GET /backups/

¥ GET /reports/snapshots/

¥ POST /users/

¥ GET /users/

¥ PUT /users/{id}/

¥ GET /users/{id}/

2.1.3. Deprecated APIs

¥ GET /freezer/

2.2. Version 1.0.0

2.2.1. New APIs

¥ GET /accounts/

¥ POST /accounts/backup/

¥ GET /accounts/backup/

¥ PUT /accounts/backup/{id}/

¥ GET /accounts/backup/{id}/

¥ DELETE /accounts/backup/{id}/

¥ DELETE /accounts/backup/{id}/snapshots/

¥ POST /accounts/dr/
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¥ GET /accounts/dr/

¥ PUT /accounts/dr/{id}/

¥ GET /accounts/dr/{id}/

¥ DELETE /accounts/dr/{id}/

¥ DELETE /accounts/dr/{id}/snapshots/

¥ GET /backups/

¥ DELETE /backups/{backup_id}/snapshots/

¥ POST /backups/{backup_id}/to_freezer/

¥ POST /delegates/

¥ GET /delegates/

¥ PUT /delegates/{id}/

¥ GET /delegates/{id}/

¥ DELETE /delegates/{id}/

¥ POST /delegates/{id}/reset_password/

¥ GET /freezer/

¥ POST /policies/

¥ GET /policies/

¥ PUT /policies/{id}/

¥ GET /policies/{id}/

¥ DELETE /policies/{id}/

¥ POST /policies/{id}/backups/

¥ PUT /policies/{id}/dr/

¥ GET /policies/{id}/dr/

¥ PUT /policies/{id}/options/

¥ GET /policies/{id}/options/

¥ DELETE /policies/{id}/snapshots/

¥ GET /policies/{policy_id}/run_times/

¥ POST /policies/{policy_id}/targets/instances/

¥ GET /policies/{policy_id}/targets/instances/

¥ PUT /policies/{policy_id}/targets/instances/{id}/

¥ GET /policies/{policy_id}/targets/instances/{id}/

¥ DELETE /policies/{policy_id}/targets/instances/{id}/
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¥ POST /policies/{policy_id}/targets/instances/{instance_id}/volumes/

¥ GET /policies/{policy_id}/targets/instances/{instance_id}/volumes/

¥ GET /policies/{policy_id}/targets/instances/{instance_id}/volumes/{id}/

¥ DELETE /policies/{policy_id}/targets/instances/{instance_id}/volumes/{id}/

¥ POST /policies/{policy_id}/targets/rds_databases/

¥ GET /policies/{policy_id}/targets/rds_databases/

¥ GET /policies/{policy_id}/targets/rds_databases/{id}/

¥ DELETE /policies/{policy_id}/targets/rds_databases/{id}/

¥ POST /policies/{policy_id}/targets/volumes/

¥ GET /policies/{policy_id}/targets/volumes/

¥ GET /policies/{policy_id}/targets/volumes/{id}/

¥ DELETE /policies/{policy_id}/targets/volumes/{id}/

¥ GET /recoveries/

¥ GET /recoveries/{id}/

¥ DELETE /recoveries/{id}/

¥ GET /recoveries/{id}/logs/

¥ GET /regions/

¥ GET /reports/audit/

¥ GET /reports/backups/

¥ GET /reports/protected-resources/

¥ GET /reports/snapshots/

¥ GET /reports/usage/

¥ GET /reports/usage/anonymized/

¥ POST /schedules/

¥ GET /schedules/

¥ PUT /schedules/{id}/

¥ GET /schedules/{id}/

¥ DELETE /schedules/{id}/

¥ POST /settings/identity_provider/

¥ GET /settings/identity_provider/

¥ POST /settings/proxy/

¥ GET /settings/proxy/
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¥ POST /token/obtain/api_key/

¥ POST /token/refresh/

¥ POST /users/

¥ GET /users/

¥ POST /users/me/change_password/

¥ PUT /users/{id}/

¥ GET /users/{id}/

¥ DELETE /users/{id}/

¥ POST /users/{id}/reset_password/
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3.1. List CPM accounts

GET /api/accounts/

3.1.1. Description

This endpoint returns a list of CPM accounts.

Optional filters , sorting  and pagination  parameters are listed below.

Permissions and Restrictions:
* Any authenticated user can get his own accounts.
* Root user can also get the accounts of the managed users.
* Delegates can get the accounts of their original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.1.2. Parameters

Type Name Description Schema

Query
name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

Query
ordering
optional

Fields to sort the result by (separate multiple values
with commas):
* authentication
* name
* user

string

Query
page
optional

A page number within the paginated result set. integer

Query
page_size
optional

Number of results to return per page. Pagination is
disabled if not specified or set to zero.

integer

Query
search
optional

Search term to look for in the fields:
* Name
* AWS access key

string

Query
user
optional

ID of the owner user. string

3.1.3. Responses
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HTTP
Code

Description Schema

200 OK
<
response_accounts_l
ist  > array

401 Unauthorized No Content

403 Forbidden No Content

response_accounts_list

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean
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Name Description Schema

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string
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3.2. Create a CPM backup account

POST /api/accounts/backup/

3.2.1. Description

This endpoint creates a new backup account.

Permissions and Restrictions:
* Any authenticated user with 'allow_account_changes' can create new accounts for himself.
* Root user can also create account for the managed users.
* Only the root user and his delegates can create account with authentication of IAM Role.
* Authenticated delegate user with allow_backup_changes and with allow_account_changes can create a new
account for his original user.
* All users are limited to the maximum number of allowed accounts according to the license.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.2.2. Parameters

Type Name Schema

Body
data_accounts_backup_create
required

data_accounts_backup_create

data_accounts_backup_create

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string
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Name Description Schema

authentication
required

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

aws_secret_key
optional

AWS secret key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
required

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
required

ID of the owner user. string

3.2.3. Responses

HTTP
Code

Description Schema

201 Created
response_accounts_
backup_create
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HTTP
Code

Description Schema

400 Bad Request No Content

401 Unauthorized No Content

403 Forbidden No Content

response_accounts_backup_create

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string
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Name Description Schema

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string

3.2.4. Consumes

¥ application/json
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3.3. List CPM backup accounts

GET /api/accounts/backup/

3.3.1. Description

This endpoint returns a list of CPM backup accounts.

Optional filters , sorting  and pagination  parameters are listed below.

Permissions and Restrictions:
* Any authenticated user can get his own accounts.
* Root user can also get the accounts of the managed users.
* Delegates can get the accounts of their original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.3.2. Parameters

Type Name Description Schema

Query
name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

Query
ordering
optional

Fields to sort the result by (separate multiple values
with commas):
* authentication
* name
* user

string

Query
page
optional

A page number within the paginated result set. integer

Query
page_size
optional

Number of results to return per page. Pagination is
disabled if not specified or set to zero.

integer

Query
search
optional

Search term to look for in the fields:
* Name
* AWS access key

string

Query
user
optional

ID of the owner user. string

3.3.3. Responses
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HTTP
Code

Description Schema

200 OK
<
response_accounts_
backup_list  > array

401 Unauthorized No Content

403 Forbidden No Content

response_accounts_backup_list

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean
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Name Description Schema

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string
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3.4. Retrieve a CPM backup account

GET /api/accounts/backup/{id}/

3.4.1. Description

This endpoint returns the CPM backup account for the ID passed in the URL path.

Optional filters , sorting  and pagination  parameters are listed below.

Permissions and Restrictions:
* Any authenticated user can get his own accounts.
* Root user can also get the accounts of the managed users.
* Delegates can get the accounts of their original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.4.2. Parameters

Type Name Schema

Path
id
required

string

3.4.3. Responses

HTTP
Code

Description Schema

200 OK
response_accounts_
backup_read

401 Unauthorized No Content

403 Forbidden No Content

404 Not Found No Content

response_accounts_backup_read

Name Description Schema

account_number
optional

12-digit  account for target account. string
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Name Description Schema

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string
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3.5. Update a CPM backup account

PUT /api/accounts/backup/{id}/

3.5.1. Description

This endpoint updates the backup account for the ID passed in the URL path.

Permissions and Restrictions:
* Cross-account authorization must be enabled in the license.
* Any authenticated user with allow_account_changes can update accounts.
* Root user can also update accounts for the managed users.
* Only the root user and his delegates can update accounts with authentication of IAM Role.
* Authenticated delegate user with allow_backup_changes and with allow_account_changes can update
accounts for his original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.5.2. Parameters

Type Name Schema

Path
id
required

string

Body
data_accounts_backup_update
required

data_accounts_backup_update

data_accounts_backup_update

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string
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Name Description Schema

authentication
required

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

aws_secret_key
optional

AWS secret key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
required

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

3.5.3. Responses

HTTP
Code

Description Schema

200 OK
response_accounts_
backup_update

400 Bad Request No Content

401 Unauthorized No Content
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HTTP
Code

Description Schema

403 Forbidden No Content

404 Not Found No Content

response_accounts_backup_update

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string
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Name Description Schema

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string

3.5.4. Consumes

¥ application/json
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3.6. Delete a CPM backup account

DELETE /api/accounts/backup/{id}/

3.6.1. Description

This endpoint deletes the CPM backup account for the ID passed in the URL path. The snapshots associated
with the deleted account will not be deleted .

Permissions and Restrictions:
* Any authenticated regular user can delete his own accounts.
* Root user can also delete accounts for the managed users.
* Authenticated delegate user with allow_backup_changes and with allow_account_changes can delete the
account for his original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.6.2. Parameters

Type Name Schema

Path
id
required

string

3.6.3. Responses

HTTP
Code

Description Schema

204 No Content No Content

401 Unauthorized No Content

403 Forbidden No Content

404 Not Found No Content
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3.7. Delete all snapshots of a CPM backup account

DELETE /api/accounts/backup/{id}/snapshots/

3.7.1. Description

This endpoint deletes all snapshots of the CPM backup account whose ID is passed in the URL path.

Permissions and Restrictions:
* Any authenticated regular user can delete his own snapshots.
* Root user can also delete snapshots for the managed users.
* Authenticated delegate user with allow_backup_changes and with allow_account_changes can delete the
snapshots for his original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.7.2. Parameters

Type Name Schema

Path
id
required

string

3.7.3. Responses

HTTP
Code

Description Schema

204 No Content No Content

401 Unauthorized No Content

403 Forbidden No Content

404 Not Found No Content

500 Internal Server Error No Content
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3.8. Create a CPM DR account

POST /api/accounts/dr/

3.8.1. Description

This endpoint creates a new DR account.

Permissions and Restrictions:
* Cross-account authorization must be enabled in the license.
* Any authenticated user with 'allow_account_changes' can create new accounts for himself.
* Root user can also create a new account for a managed user.
* Only the root user and his delegates can create a new account with authentication of IAM Role.
* Authenticated delegate user with allow_backup_changes and with allow_account_changes can create a new
account for his original user.
* All users are limited to the maximum number of allowed accounts according to the license.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.8.2. Parameters

Type Name Schema

Body
data_accounts_dr_create
required

data_accounts_dr_create

data_accounts_dr_create

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string
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Name Description Schema

authentication
required

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

aws_secret_key
optional

AWS secret key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
required

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
required

ID of the owner user. string

3.8.3. Responses

HTTP
Code

Description Schema

201 Created
response_accounts_
dr_create
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HTTP
Code

Description Schema

400 Bad Request No Content

401 Unauthorized No Content

403 Forbidden No Content

response_accounts_dr_create

Name Description Schema

account_number
optional

12-digit  account for target account. string

allow_deleting_snapshots
optional

Delete snapshots in the DR account. boolean

assume_from_account
optional

Account that will assume the role. string

authentication
optional

CPM supports 3 methods of authentication:
IAM User - Authentication uses IAM credentials,
access and secret keys.
CPM instance IAM Role - Only the root user or his
delegates are allowed to use this IAM Role.
Assume Role - Requires another AWS account already
configured in CPM. In order to use one account to
access another, define a cross-account role in the
target account and allow access from the first one.

Allowed Enum Values
* C (IAM User)
* R (CPM Instance IAM Role)
* A (Assume Role)

enum (C, R, A)

aws_access_key
optional

AWS access key - Part of AWS credentials. string

capture_vpcs
optional

Whether the current account will be included in
capturing VPCs performed by the system or not.

boolean

external_id
optional

If the cross-account role was created with the 3rd
party option, this field is required as an additional
identifier.

string

id
optional

Unique ID of the resource in CPM. integer

is_dr_account
optional

Whether the current account is of type DR or regular
backup.

boolean

name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string
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Name Description Schema

role_name
optional

Role name, not the full ARN of the role. string

scan_regions
optional

Region in which to scan resources. If not set, a
default  region will be applied.

< string > array

scan_tagged_resources
optional

Whether the current account will be included in
scan tags performed by the system or not.

boolean

user
optional

ID of the owner user. string

3.8.4. Consumes

¥ application/json
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3.9. List CPM DR accounts

GET /api/accounts/dr/

3.9.1. Description

This endpoint returns a list of CPM DR accounts.

Optional filters , sorting  and pagination  parameters are listed below.

Permissions and Restrictions:
* Any authenticated user can get his own accounts.
* Root user can also get the accounts of the managed users.
* Delegates can get the accounts of their original user.

¥ Initial Release:  1.0.0

¥ Last Modified Version:  1.0.0

3.9.2. Parameters

Type Name Description Schema

Query
name
optional

Name can only contain alphanumeric characters
and the underscore (no spaces or slashes).

string

Query
ordering
optional

Fields to sort the result by (separate multiple values
with commas):
* authentication
* name
* user

string

Query
page
optional

A page number within the paginated result set. integer

Query
page_size
optional

Number of results to return per page. Pagination is
disabled if not specified or set to zero.

integer

Query
search
optional

Search term to look for in the fields:
* Name
* AWS access key

string

Query
user
optional

ID of the owner user. string

3.9.3. Responses
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